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What I Want To Know: 

What Bluetooth Chip 
Is Inside Any Device
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Why I Want To Know It: 

So I Know If It's Vulnerable 
To A Firmware-Level Exploit
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How Am I Going To Figure It Out? 

1) Know That I Know Nothing 😏 
2) Do A Bunch Of Naive BT Data 

Collection 
3) Find Out What I Don't Know



Takeaways 1

• Bluetooth sniffing goals are different from WiFi goals, and consequently the 
sniffing tech is under-developed to help with those goals


• When there's a BT FW bug, no one knows what all it affects



Takeaways 2

• There are lots of devices that do not have human-readable names, so it's not 
clear what they are


• Somebody (/me!) ought to start learning to toothprint BT devices!


• There are lots of devices that are advertising names, but it's not clear what 
they are


• I'm looking at you "BLE003U"


• Somebody ought to start a database! Or at least a wiki?!



Goals
WiFi

• I assert that the goals of Bluetooth monitoring are different from WiFi 

• WiFi (historically)


• Find open networks for free access


• Find unexpected entry points to corporate networks


• Study the distribution of WiFi security protocols like WEP, WPA, WPA2, etc
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• I assert that the goals of Bluetooth monitoring are different from WiFi 

• Bluetooth (ideally)


• Should determine whether an observed device location is static or mobile 
(through multiple scans over time)


• Should understand the potential of individuals to be tracked via their mobile 
Bluetooth devices


• Should include information necessary to know whether a Bluetooth device 
is running vulnerable firmware
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• I assert that the goals of Bluetooth monitoring are different from WiFi 

• Bluetooth (ideally)


• Should determine whether an observed device location is static or mobile 
(through multiple scans over time)


• Should understand the potential of individuals to be tracked via their mobile 
Bluetooth devices


• Should include information necessary to know whether a Bluetooth device 
is running vulnerable firmware

Upcoming Work! Stay Tuned!
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WiFi

• WiFi scanning can adopt the Bluetooth goals too! 

• WiFi (ideally)


• Should include information necessary to know whether a WiFi access point 
is running vulnerable firmware


• Should determine whether an observed device location is static or mobile 
(through multiple scans over time)



Goals
WiFi

• WiFi scanning can adopt the Bluetooth goals too! 

• WiFi (ideally)


• Should include information necessary to know whether a WiFi access point 
is running vulnerable firmware


• Should determine whether an observed device location is static or mobile 
(through multiple scans over time)

https://blog.exodusintel.com/2017/07/26/broadpwn/
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What Hardware Should I Use To Scan For BT?

They call me the king of the spreadsheets, 

Got 'em all printed out on my bedsheets


- Weird Al, "It's All About the Pentiums"





A "Class 1" device has a maximum power of 20 
dBm (decibel-milliwatts) (100 mW) ~= 100 Meters 

A "Class 2" device has a maximum power of 4 
dBm (2.5 mW) ~= 10 Meters 

A "Class 3" device has a maximum power of 0 
dBm (1 mW) ~= 1 Meter

☝
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• .5GB RAM, 1GHz single-core ARMv6 CPU (BCM2835) + BCM43143 WiFi/BT
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• Antenna connector!
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Hardware
What collects more?

• Test 1: Pi Zero & Pi 4b in parallel


• Pi0 = 113, Pi4b = 65 named devices


• Test 2: Pi 4b & Beagle Bone Black Wireless in parallel


• Pi4b == BBBW == 422 named devices

VS.

VS.
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Battery currently down to 

63.8% of rated capacity :-/



Run-time on Battery

Model Runtime RAM

rPi Zero W 
.5GB 90h 2m .5 GB

BeagleBone 
Black W 

.5GB
55h 16m .5GB

rPi 4B 
1GB 21h 51m 1GB

rPi 4B 
4GB 21h 21m 4GB

Runtime on nominal 14800mAh battery pack
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Software Setup
"Xeno be not proud" OR "Look on my works, ye Mighty, and despair!" 
OR "Naïveté, thy name be Xeno" OR "I am dumb, and you can too!"

https://github.com/darkmentorllc/naiveBTsniffing
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Software Setup
"Xeno be not proud" OR "Look on my works, ye Mighty, and despair!" 
OR "Naïveté, thy name be Xeno" OR "I am dumb, and you can too!"

• v.0001 - Bash scripts around Linux CLI tools!

• 99% of my data - Python scripts to analyze!

• v.001 - C-based BlueZ DBus-based API + MySQL DB

• Only made this around Feb 2023, captures incomplete 
data compared to bash scripts! I basically don't even 
use this anymore, so I didn't release it.

https://github.com/darkmentorllc/naiveBTsniffing
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IEEE "Organizationally Unique Identifier" (OUI), 
like with Ethernet MAC addresses
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btmon

• If you see output like the below in this presentation, it was captured by the 
*nix "btmon" tool, and/or output by it

> HCI Event: LE Meta Event (0x3e) plen 37

      LE Advertising Report (0x02)

        Num reports: 1

        Event type: Connectable undirected - ADV_IND (0x00)

        Address type: Public (0x00)

        Address: FF:FF:EA:00:34:84 (OUI FF-FF-EA)

        Data length: 25

        Flags: 0x06

          LE General Discoverable Mode

          BR/EDR Not Supported

        Name (complete): Triones-FFFFEA003484

        RSSI: -83 dBm (0xad)
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btmon

• If you see output like the below in this presentation, it was captured by the 
*nix "btmon" tool, and/or output by it

> HCI Event: LE Meta Event (0x3e) plen 37

      LE Advertising Report (0x02)

        Num reports: 1

        Event type: Connectable undirected - ADV_IND (0x00)

        Address type: Public (0x00)

        Address: FF:FF:EA:00:34:84 (OUI FF-FF-EA)

        Data length: 25

        Flags: 0x06

          LE General Discoverable Mode

          BR/EDR Not Supported

        Name (complete): Triones-FFFFEA003484

        RSSI: -83 dBm (0xad)

Congrats! Your car can now be 
tracked by its headlights!
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TellMeEverything.py

• If you see output like the below in this presentation, it's from my script I've 
released for analyzing log data

Congrats! You can now be 
tracked by your diabetes-

management device
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• Good crowdsourcing infrastructure


• Originally for WiFi, Bluetooth support turned 
on by default in 2019


• I use the Android app on an old junk Pixel 3


• Missing most data we want for BT

What About WiGLE?

Order of magnitude
more BT than WiFi!

Airplane

rides!

Road trip!

"Currently, the actual number of Bluetooth radios in use is four times higher

than the number of Wi-Fi radios deployed." - Herfurt & Mulliner, "Blueprinting" 2004



Takeaways 1

• Bluetooth sniffing goals are different from WiFi goals, and consequently the 
sniffing tech is under-developed to help with those goals


• When there's a BT FW bug, no one knows what all it affects



Takeaways 2

• There are lots of devices that do not have human-readable names, so it's not 
clear what they are


• Somebody (/me!) ought to start learning to toothprint BT devices!


• There are lots of devices that are advertising names, but it's not clear what 
they are


• I'm looking at you "B#a"


• Somebody ought to start a database! Or at least a wiki?!
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USA - Maryland

• The curious case of "BLE003U"



Strangely US-specific?



Strangely DC/NY-concentrated?



Strangely only in Maryland, not DC or Virginia? (There's like 2 in Virginia)



BLE003U FWIW

• A module that gets integrated 
into other stuff


• What stuff?


• IDK!


• But probably cheap stuff 
where they don't care about 
changing the advertised ID?

https://fccid.io/2ATP5XLW-BLE003U/User-Manual/User-Manual-4353677



https://appagg.com/ios/utilities/whalen-bluetooth-fireplace-27505128.html?hl=en

What other stuff?!?!

Inquiring minds want to know!

https://www.reddit.com/r/Govee/comments/l9ch0o/h6104_wont_pair_with_phone/
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Natural experiment!



Status: Elated!
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• Washington DC -> Savannah GA -> Orlando FL -> Key 
West FL -> Miami FL -> And Back to DC (by way of 
Cape Canaveral)
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those without names
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• My data only, only advertising a 
name


• One entry stands out as being 
very common: "DSNYMBLE"
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KSC 3

• But then while looking around I saw this "ABBOTT*" thing, and looked into it

• Turns out it is a glucose monitor!

• We'll come back to it later
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Hop-on-hop-off bus! The perfect way to sniff a city!



Miami
"Coors Light Feature Clock" - lol

• Coors-branded LED sign. Uses BT to set the text
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"UGZZ"

• Led me down a rabbit hole that UGZZC is the older BT 2.1 version of the 
UGZZF module from Alps, for use in cars


• Much more popular in EU than US. Probably used in German cars?
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Miami
"NO_DVR"

• I was like "Why would it tell me there's no DVR???"


• It turns out it's a Night Owl DVR model BTD8-4* :D


• You know, for security cameras!
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• Suspected this might just be a individual's named device. Checked WiGLE. 
Was wrong!


• Controllable LED lights
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USA - Key West
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• I thought this was going to be walkie-talkies


• This is really just a Bluetooth speaker w/ "rugged" design to 
handle getting knocked around

USA - Key West
"I heard you like radio, so we put a BT radio in your radio..."
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• Hardwear.io 2021: Sniffer wouldn't boot :'(

• Hardwear.io 2022: Minimal GPS from when I 
wandered around outside the hotel

• First time I noticed Flippers...

• We'll come back to those later
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• These "Melomandia 1+" earbuds apparently beacon separately for the left vs. right 
ear...which I hadn't seen before

https://www.cambridgeaudio.com/usa/en/products/headphones/melomania-1-plus
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Las Vegas
RingZer0.Training 2023 @ Palms 

• Saw 1347 unique named devices from Aug 5-8 at Palms casino


• Misc I noticed:


• 7 Flippers


• It's almost as if they're a secret signal that hackers are around ;)


• How many do you think I'll find at RSA? ;)


• 3 Glucose monitors (2 Dexcom, 1 Abbot)


• One BT-enabled LG webOS TV per room in the good tower (not the tower I was 
staying in ;))



Las Vegas
RingZer0.Training 2023 @ Palms 

• Regex: ^PayRange$ but also ^BlueRadios[A-F0-9]{6}$


• Semantically: the [A-F0-9]{6} are the last 6 digits of the BDADDR


• Device would advertise as PayRange but send back e.g. BlueRadios169B67 when asked what 
its name is. Some would also reply "BluKeyPayRange"

https://shop.payrange.com/industries/vending/
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Las Vegas
RingZer0.Training 2023 @ Palms 

• Uses "BlueRadios, Inc." bluetooth module based on its (public) BDADDR and 
manufacturer-specific data


• Which is actually just a Nordic NRF52840 chip

https://www.blueradios.com/nBlue%20BR-LE5.0-S1A%20Summary%20Datasheet.pdf
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Las Vegas
RingZer0.Training 2023 @ Palms 

• Uses "BlueRadios, Inc." bluetooth module based on its (public) BDADDR and 
manufacturer-specific data


• Which is actually just a Nordic NRF52840 chip

https://www.blueradios.com/nBlue%20BR-LE5.0-S1A%20Summary%20Datasheet.pdf



Mini-Takeaway
Chip identification

• Identification of a BT module-maker can give you a set of possible chips that 
they use in their modules


• And which chip a device is using, is one of the things I want to know!



Las Vegas
DEF CON 2023

• I can't tell you how many unique named devices I saw, because I was also 
explicitly walking all around nearby casinos every morning to collect more 
data



• When walking around, I would often have basic BT scanning phone apps 
open, so that if I saw anything with an interesting new name I hadn't seen 
before, I could stop and give my scanner an opportunity to potentially 
collect more data about it


• When I wandered into the Wynn casino area, all of a sudden my phone app 
lit up with all sorts of ^IGT Card Reader$ entries!
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Las Vegas
DEF CON 2023

• So what's IGT?


• Gambling Gaming machine hardware maker!

https://store.igt.com/32916691
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• Where else besides Wynn are there "IGT Card Reader" devices advertising?
Wynn

Palms

Texas Station

Bellagio

Aria

Vi
rg

in
 H

ot
el

s

Park MGM

M
G

M
 G

ra
nd

Palace Station
Boulder Station

Sunset Station

Green Valley Ranch

Luxor

Mandalay B
ay

Remember, that's 
just where WiGLE 
users had a GPS 
signal! Which is 

uncommon in the 
middle of mega-

casinos!

☝
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• Where else besides Wynn are there "IGT Card Reader" devices advertising?
Aqua Caliente Resort Casino, 

Palm Springs, CA

And also their gas station! :D



Las Vegas
DEF CON 2023

• Where else besides Wynn are there "IGT Card Reader" devices advertising?
Four Winds Casino, South Bend, IN Four Winds Casino, New Buffalo, MI

Borgata, Atlantic City, NJ Ocean Casino, Atlantic City, NJ

(Exactly 1? Or just GPS worked exactly once while indoors?)



Las Vegas
DEF CON 2023

• Are they supposed to be advertising or are they misconfigured?


• ¯\_(ツ)_/¯ 
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• Where do they NOT have many BT devices worth sniffing in the wee hours 
of the morning?


• The fancy-pants shops!
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• Sneak peek of upcoming work!


• Always sniff at the chokepoints of human traffic flow!
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• All WiGLE 
data



Dark Mentor

Hungary - Budapest

• My data from 
airport to 
Hacktivity


• Took the 
miniBUD 
shuttle, got 
dropped off 
last, and was 
happy about 
it!
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• Regex: ^Hipernet TV Box$ or 
^HIPERNET TV BOX$
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e.g. “iHunt Watch6T-
C0F6”, “iHunt Watch 
3T”, “iHunt Watch 11 
PRO”
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• Regex: ^iHunt Watch.* 
e.g. “iHunt Watch6T-
C0F6”, “iHunt Watch 
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Dark Mentor

Canada - Lévis

• Hackfest.ca 2023
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Canada - Lévis

• Regex: “^Ultimate V6$”
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Canada - Toronto



Canada - Toronto



Canada - Toronto

Different devices broadcast different data



Dark Mentor

Italy - Milan / Bergamo - NoHat 2023
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Dark Mentor

Italy - Daikin

YOU ARE HERE!

There’s a bunch of them on this street… 
But you have to specifically walk on the north side…
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Background

Images from https://microchipdeveloper.com/wireless:ble-link-layer-discovery

Passive Scanning Active Scanning

Customer-customized name (?)Daikin
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South Korea - Seoul

• Yes, I ran around Gangnam 
with the sniffer...
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South Korea - Seoul
Scooters

• Regex: ^KICKGOING$


• Not just a country-specific, but city-specific devices!

👀



Mini-Takeaway
Chip identification

• Sometimes devices which are using BT Classic, or BLE Public BDADDRs 
have an OUI which is from a chip-maker


• This can give a pretty strong signal of which chip a device is using 

• And which chip a device is using, is one of the things I want to know!



MPEON
Toll-road payment system

• Regex: ^MPEON(| SMART LE)\\\([A-F0-9]{6}\\\)$


• Semantically: Last 6 are from BDADDR


• Advertises a different name for BT Classic vs. BLE

https://mpeon.com/hipass
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MPEON
Toll-road payment system

• Regex: ^MPEON(| SMART LE)\\\([A-F0-9]{6}\\\)$


• Semantically: Last 6 are from BDADDR


• Advertises a different name for BT Classic vs. BLE

https://mpeon.com/hipass



MPEON Goes to America!
Exactly one seen in Koreatown (Annandale) in VA outside DC

Koreatown, VA



Can this be used to identify high Korean populations
Across North America?
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Point of Sale terminal

• Regex: ^KFTC BANKPOS$


• "Korea Financial Telecommunications and Clearings Institute (Korean: 금융결제
원, KFTC) is a non-profit organization which manages several inter-bank 
payment systems in South Korea."


• https://en.wikipedia.org/wiki/
Korea_Financial_Telecommunications_%26_Clearings_Institute



KFTC BANKPOS
Point of Sale terminal

• Regex: ^KFTC BANKPOS$


• "Korea Financial Telecommunications and Clearings Institute (Korean: 금융결제
원, KFTC) is a non-profit organization which manages several inter-bank 
payment systems in South Korea."


• https://en.wikipedia.org/wiki/
Korea_Financial_Telecommunications_%26_Clearings_Institute



KFTC BANKPOS
Point of Sale terminal

• Regex: ^KFTC BANKPOS$


• "Korea Financial Telecommunications and Clearings Institute (Korean: 금융결제
원, KFTC) is a non-profit organization which manages several inter-bank 
payment systems in South Korea."


• https://en.wikipedia.org/wiki/
Korea_Financial_Telecommunications_%26_Clearings_Institute



KFTC BANKPOS
Point of Sale terminal

• Regex: ^KFTC BANKPOS$


• "Korea Financial Telecommunications and Clearings Institute (Korean: 금융결제
원, KFTC) is a non-profit organization which manages several inter-bank 
payment systems in South Korea."


• https://en.wikipedia.org/wiki/
Korea_Financial_Telecommunications_%26_Clearings_Institute



Background

Images from https://microchipdeveloper.com/wireless:ble-link-layer-discovery

Passive Scanning Active Scanning



Background

Images from https://microchipdeveloper.com/wireless:ble-link-layer-discovery

Passive Scanning Active Scanning

Sometimes the name will be here



Background

Images from https://microchipdeveloper.com/wireless:ble-link-layer-discovery

Passive Scanning Active Scanning

Other times you need to ask for it, 

and it comes back in the SCAN_RSPSometimes the name will be here



Mini-Takeaway
Model identification

• Parsing iBeacons to extract the UUID128 within can be useful for identifying 
unnamed devices that are with high probability the same model as other 
devices where the name has been found

https://mpeon.com/hipass
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South Korea - Busan "Gamcheon Culture Village"
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https://apps.fcc.gov/eas/GetApplicationAttachment.html?id=5693550



Mini-Takeaway
Chip identification

• FCC "Internal Photos" pictures can be used to identify chips for devices in 
some cases 

• And which chip a device is using, is one of the things I want to know!



Dark Mentor

End - Anecdotes - Locations



Takeaways 1

• Bluetooth sniffing goals are different from WiFi goals, and consequently the 
sniffing tech is under-developed to help with those goals


• When there's a BT FW bug, no one knows what all it affects



Takeaways 2

• There are lots of devices that are advertising names, but it's not clear what 
they are


• I'm looking at you "SVE5CLAG[0-9]{9}"


• Somebody ought to start a database! Or at least a wiki?!



Dark Mentor

Begin - Anecdotes - Devices



Teslas

• "Random static" BDADDR (that has never changed on my Model 3)


• Non-randomized advertised name


• Regex: ^S[0-9a-f]{16}C$ e.g. S83952932d49bc8aeC


• Semantically: the [0-9a-f]{16} is part of the SHA hash of the VIN 

• https://trifinite.org/Downloads/20220916_tempa_presentation_sec-t_public.pdf


• https://teslaradar.com/ to crowdsource Tesla tracking


• But don't use that, use WiGLE instead!



Teslas

https://twitter.com/Synacktiv/status/1638996681260781574



Teslas

https://twitter.com/Synacktiv/status/1638996681260781574



Lexus

https://keenlab.tencent.com/en/2020/03/30/Tencent-Keen-Security-Lab-Experimental-Security-Assessment-on-Lexus-Cars/
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E Tu Rivian?

• Regex: ^Rivian Sensor [1234]$ e.g. Rivian Sensor 1


• Regex: ^Rivian Phone Key$


• Regex: ^Rivian Camp Speaker$

https://apps.fcc.gov/eas/GetApplicationAttachment.html?id=5383917
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E Tu Rivian?

• Regex: ^Rivian Sensor [1234]$ e.g. Rivian Sensor 1


• Regex: ^Rivian Phone Key$


• Regex: ^Rivian Camp Speaker$

Actually Texas Instruments

btmon just didn't have it in

its vendor database

Address type: Public (0x00)

Address: AC:4D:16:FD:40:93 (OUI AC-4D-16)

Name (complete): Rivian Sensor 3

https://apps.fcc.gov/eas/GetApplicationAttachment.html?id=5383917

Rivian Key Fob



Other Car Things

• Regex: "^Tesla Model S.*", "^Tesla Model X.*" e.g. "Tesla Model S IDRISS"


• Regex: "^TOYOTA 4Runner$", "^TOYOTA Camry$", "^TOYOTA Corolla$", "^TOYOTA 
Highlander$", "^TOYOTA Rav 4$", "^TOYOTA RAV4$", "^TOYOTA SIENNA$"


• Regex: "^GM_PEPS_VKM$", "^GM_PEPS_VKM[1234]$"


• Regex: "^Audi_MMI_[0-9]{4}$", "^Audi MMI [0-9]{4}$"


• Regex: "^VW BT [0-9]{4}$"


• Regex: "^Porsche BT [0-9]{4}$"


• Regex: "^Polestar2$"
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Surveillance Cameras
Google Nest 

• Regex: ^Nest Cam$


• Regex: ^N[A-Z0-9]{4}$ e.g. N0037
> HCI Event: LE Meta Event (0x3e) plen 26 
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        Address type: Random (0x01) 
        Address: 42:39:35:69:EC:22 (Resolvable) 
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        RSSI: -93 dBm (0xa3)
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Surveillance Cameras
Google Nest 

• Regex: ^Nest Cam$


• Regex: ^N[A-Z0-9]{4}$ e.g. N0037

Where in the world is 
Nest 0001?

> HCI Event: LE Meta Event (0x3e) plen 26 
      LE Advertising Report (0x02) 
        Num reports: 1 
        Event type: Connectable undirected - ADV_IND (0x00) 
        Address type: Random (0x01) 
        Address: 42:39:35:69:EC:22 (Resolvable) 
        Data length: 14 
        Flags: 0x02 
          LE General Discoverable Mode 
        16-bit Service UUIDs (partial): 1 entry 
          Nest Labs Inc. (0xfeaf) 
        Name (complete): N0037 
        RSSI: -90 dBm (0xa6)

> HCI Event: LE Meta Event (0x3e) plen 26 
      LE Advertising Report (0x02) 
        Num reports: 1 
        Event type: Connectable undirected - ADV_IND (0x00) 
        Address type: Random (0x01) 
        Address: 78:4E:57:0D:C4:22 (Resolvable) 
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Mini-Takeaway
Vendor identification

• 16 bit service UUIDs are useful


• to associate products with vendors


• to differentiate between different products with similar names


• Filed tickets with WiGLE to request they be added

https://github.com/wiglenet/wigle-wifi-wardriving/issues/614

https://github.com/wiglenet/wigle-wifi-wardriving/issues/615

https://github.com/wiglenet/wigle-wifi-wardriving/issues/616



Flippers

• Regex: ^Flipper [A-Za-z0-9]{8}$ e.g. "Flipper Eironeoo"


• Flippers beaconing to find other Flippers? Or just because?


•

https://flipperzero.one/
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https://www.bluetooth.com/learn-about-bluetooth/key-attributes/range/#estimator
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Flippers

• Regex: ^Flipper [A-Za-z0-9]{8}$ e.g. "Flipper Eironeoo"


• Flippers beaconing to find other Flippers? Or just because?


•

https://flipperzero.one/

This low transmit 
power diminishes the 
long-term utility as a 
BT active-scanning/

attack tool



• Flipper Otaro


• Flipper R4g0


• Flipper R4u0


• Flipper Roswigd


• Flipper Tuna


• Flipper Un1l0


• Flipper Ylepjl0d

• Flipper Ectruv


• Flipper Eironeoo 

• Flipper Emiperda


• Flipper Eota


• Flipper Ew1csed4


• Flipper Himuti


• Flipper Hl4ken

• Flipper Iludaow


• Flipper Inudy


• Flipper Itey


• Flipper Jaalmo


• Flipper Kiteko


• Flipper L4spil


• Flipper Leotar

• Flipper Luneor


• Flipper Noda


• Flipper Nyn4k4


• Flipper Ogoty


• Flipper Opot


• Flipper Orable


• Flipper Ost4rder



Flipper Eironeoo

• WiGLE data saw it near a Panera Bread in 
Peachtree Corners, GA (outside Atlanta GA)


• I saw at Hardwear.io 2022 in The Hague


• WiGLE doesn't have that data, probably 
because I didn't have GPS lock in the 
hotel
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        Address type: Public (0x00)

        Address: 80:E1:26:6A:4A:E6 (OUI 80-E1-26)

        Data length: 28

        Flags: 0x06

          LE General Discoverable Mode

          BR/EDR Not Supported

        Name (complete): Flipper Eironeoo



Flipper Eironeoo

• WiGLE data saw it near a Panera Bread in 
Peachtree Corners, GA (outside Atlanta GA)


• I saw at Hardwear.io 2022 in The Hague


• WiGLE doesn't have that data, probably 
because I didn't have GPS lock in the 
hotel

        Address type: Public (0x00)

        Address: 80:E1:26:6A:4A:E6 (OUI 80-E1-26)

        Data length: 28

        Flags: 0x06

          LE General Discoverable Mode

          BR/EDR Not Supported

        Name (complete): Flipper Eironeoo

Even if the name is changed, the 
BDADDR is not randomized...



https://forum.flipper.net/t/change-dolphin-name/3670



https://community.st.com/s/question/0D53W00000PSj69SAD/example-projectsgenerated-code-bluetooth-mac-address-oui-validity





😬

Setting different hardcoded/static BDADDR


¯\_(ツ)_/¯



Maybe they will change it
Someday

• https://github.com/flipperdevices/flipperzero-firmware/issues/2031


• Filed November 2022, last post April 2023


• Still open as of today


• Until then, if you've got a Flipper 👁🌊🫵



Around the home
Misc

• Regex: ^\\\[Refrigerator\\\] Samsung$"
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• "Sleep Number" beds advertise as their BDADDR


• So regex: ^([0-9A-Fa-f]{2}[:]){5}[0-9A-Fa-f]{2}$ (and 
BDADDR OUI of "Select Comfort", because some Huawei 
devices also are just named after the BDADDR)



Around the home
Misc

• Regex: ^\\\[Refrigerator\\\] Samsung$"


• Regex: ^Oral-B Toothbrush$


• "Sleep Number" beds advertise as their BDADDR


• So regex: ^([0-9A-Fa-f]{2}[:]){5}[0-9A-Fa-f]{2}$ (and 
BDADDR OUI of "Select Comfort", because some Huawei 
devices also are just named after the BDADDR)


• "Ooler" cooling bed pad regex: ^OOLER-[0-9]{10,11}$



Around the home
Amazon Echo

• Regex: ^Echo-[A-Z0-9]{3}$ e.g. Echo-M3G


• Regex: ^Echo Dot-[A-Z0-9]{3}$ e.g. Echo Dot-7RT


• Regex: ^Echo Show-[0-9]{1}-[A-Z0-9]{3}$ e.g. Echo Show 5-48D or Echo Show 
8-K0U


• Regex: ^Echo Spot-[A-Z0-9]{3}$ e.g. Echo Spot-1SD
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Around the home
Amazon Echo

• Regex: ^Echo-[A-Z0-9]{3}$ e.g. Echo-M3G


• Regex: ^Echo Dot-[A-Z0-9]{3}$ e.g. Echo Dot-7RT


• Regex: ^Echo Show-[0-9]{1}-[A-Z0-9]{3}$ e.g. Echo Show 5-48D or Echo Show 
8-K0U


• Regex: ^Echo Spot-[A-Z0-9]{3}$ e.g. Echo Spot-1SD

Echo Show & Echo Spot are BT Classic:
Address: 40:A2:DB:9F:D3:9E (Amazon Technologies Inc.) 
Name: Echo Show 5-48D

Echo & Echo Dot are BLE:
Address type: Random (0x01) 
Address: 78:55:90:D6:DA:A4 (Resolvable)🚫 Except of course that they 

have unique names!

Echo & Echo Dot are BLE:
Address type: Random (0x01) 
Address: 78:55:90:D6:DA:A4 (Resolvable)



Mobile Point of Sale (MPOS)
Square

• Regex: ^Square Reader [0-9]{4}$ e.g. "Square Reader 7249"

https://squareup.com/help/us/en/article/5639-set-up-the-square-reader-for-contactless-and-chip



Mobile Point of Sale (MPOS)
Square

• Regex: ^Square Reader [0-9]{4}$ e.g. "Square Reader 7249"

https://squareup.com/help/us/en/article/5639-set-up-the-square-reader-for-contactless-and-chip

Address type: Public (0x00) 
Address: 04:EE:03:03:2A:FF (OUI 04-EE-03) <- Texas Instruments



Mobile Point of Sale (MPOS)
Square

• Regex: ^Square Reader [0-9]{4}$ e.g. "Square Reader 7249"



Mobile Point of Sale (MPOS)
Square
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Where in the world is 
Square Reader 0001?



Mobile Point of Sale (MPOS)
Square

• Regex: ^Square Reader [0-9]{4}$ e.g. "Square Reader 7249"

Where in the world is 
Square Reader 0001?



• Regex: ^eDynamo-B[A-F0-9]{6}$ e.g. "eDynamo-B4A4AAB"

https://www.magtek.com/product/edynamo

Mobile Point of Sale (MPOS)
eDynamo



• Regex: ^eDynamo-B[A-F0-9]{6}$ e.g. "eDynamo-B4A4AAB"

https://www.magtek.com/product/edynamo

Mobile Point of Sale (MPOS)
eDynamo

Address type: Public (0x00) 
Address: 90:E2:02:2E:89:BE (Texas Instruments)



Turning my phone into a 
skimming device: MPos 

Solutions
Dan Borgogno & Ileana Barrionuevo

https://media.defcon.org/DEF%20CON%2031/DEF%20CON%2031%20presentations/Dan%20Borgogno%20Ileana%20Barrionuevo%20-%20Turning%20my%20virtual%20wallet%20into%20a%20skimming%20device%20mPOS%20solutions.pdf



Hotels

• Regex: ^TGNODE-([0-9A-F]{2}[:]){5}[0-9A-F]{2}$


• e.g. TGNODE-2C:DC:AD:19:C4:FE


• Semantically: The BDADDR-looking thing is != the 
static random BDADDR (so maybe it's the original 
non-randomized BDADDR?)


• 2C:DC:AD && 74:6F:F7 == Wistron


• Saw 149 instances


• Hyatt or Hilton?
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https://help.hilton.com/s/article/How-does-Digital-Key-work

Hilton Digital Keys

https://www.youtube.com/watch?v=y8QiqAdSmSA



Hotels

• Regex: ^[0-9]{8}\.[0-9]{8}$


• E.g. 46351777.00007702


• At the time I saw no obvious semantic 
association between the first portion of 
the name and either the BDADDR or room 
number


• Saw 17 instances from my room



Hotels

• Door physically looked like this:

https://fccid.io/R32-HT34RFIDBT/User-Manual/user-manual-3020324



Hotels

• Company Name by IEEE OUI (00:17:55): 
GE Security


• UUID16 0xfea7 (Company ID: UTC Fire 
and Security)


• What's WiGLE say if we search for that 
OUI?



Hotels - GE Security OUI 00:17:55
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Hotels - GE Security OUI 00:17:55



Hotels - GE Security OUI 00:17:55 @ Hilton



Hotels - GE Security OUI 00:17:55 @ Hilton

Hilton Charlotte Airport

Doubletree by Hilton Charlotte Airport

Embassy Suites by Hilton Charlotte



Moving from 
Hacking IoT Gadgets
to Breaking into One of 
Europe’s Highest
Hotel Suites

by Ray & mh

https://i.blackhat.com/USA-19/Thursday/us-19-Ray-Moving-From-Hacking-IoT-Gadgets-To-Breaking-Into-One-Of-Europes-Highest-Hotel-Suites.pdf



Reminder Why Hotel Room Security Matters...
2010 Hotel Assassination of Hamas leader by Mossad

• https://www.wired.com/2010/02/alleged-assassins-caught-on-tape/


• https://www.youtube.com/watch?v=bJujIwtdk8w
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• https://www.youtube.com/watch?v=bJujIwtdk8w



Reminder Why Hotel Room Security Matters...
2010 Hotel Assassination of Hamas leader by Mossad

• https://www.wired.com/2010/02/alleged-assassins-caught-on-tape/


• https://www.youtube.com/watch?v=bJujIwtdk8w



Reminder Why Hotel Room Security Matters...
2010 Hotel Assassination of Hamas leader by Mossad

• https://www.wired.com/2010/02/alleged-assassins-caught-on-tape/


• https://www.youtube.com/watch?v=bJujIwtdk8w



Random - "^Pokemon GO Plus$"

• Regex: ^Pokemon GO Plus$


• "The Pokémon GO Plus is a small device that lets you enjoy Pokémon GO while 
you're on the move and not looking at your smartphone


• The device connects to a smartphone via Bluetooth low energy and notifies you 
about events in the game, such as the appearance of a Pokémon nearby using 
an LED and vibration


• The Pokémon GO Plus will begin to blink and vibrate whenever you're within 
range of a PokéStop; Press the Pokémon GO Plus button to search the 
PokéStop for items; If you find any items, they'll immediately be added to your 
inventory"





Transportation - Scooters

• Regex: ^Segway IoT$


• ^NBScooter[0-9]{4}$ e.g. "NBScooter1173" - "NineBot Scooter"? (Chinese 
company "Ninebot" acquired Segway in 2015)

Address type: Random (0x01) 
Address: F9:32:A8:F8:9E:F6 (Static)



Bose
The world is awash in headphones & speakers. Only one example due to lack of time

• Regex: ^LE-.*$


• Semantically: LE-<custom name set by owner>


• "LE-rock lobstah"


• "LE-The Chairman"


• "LE-KC Butterball"


• "LE-Hans K<censored>"



Bose
The world is awash in headphones & speakers. Only one example due to lack of time

• Regex: ^LE-.*$


• Semantically: LE-<custom name set by owner>


• "LE-rock lobstah"


• "LE-The Chairman"


• "LE-KC Butterball"


• "LE-Hans K<censored>"



Bose
The world is awash in headphones & speakers. Only one example due to lack of time

• Regex: ^LE-.*$


• Semantically: LE-<custom name set by owner>


• "LE-rock lobstah"


• "LE-The Chairman"


• "LE-KC Butterball"


• "LE-Hans K<censored>"



Bose
The world is awash in headphones & speakers. Only one example due to lack of time

• Regex: ^LE-.*$


• Semantically: LE-<custom name set by owner>


• "LE-rock lobstah"


• "LE-The Chairman"


• "LE-KC Butterball"


• "LE-Hans K<censored>"



Bose
The world is awash in headphones & speakers. Only one example due to lack of time

• Regex: ^LE-.*$


• Semantically: LE-<custom name set by owner>


• "LE-rock lobstah"


• "LE-The Chairman"


• "LE-KC Butterball"


• "LE-Hans K<censored>"



^LE-.*$ Seems like a bit too generic a pattern...

• You're in luck!


• A ton of devices seems to use a public address with the Bose OUI, in case it's 
ambiguous... 



^LE-.*$ Seems like a bit too generic a pattern...

• You're in luck!


• A ton of devices seems to use a public address with the Bose OUI, in case it's 
ambiguous... 

Address type: Public (0x00)

Address: 2C:41:A1:95:FE:B6 (Bose Corporation)

TX power: 10 dBm

Name (complete): LE-Bose Revolve+ SoundLink

Address type: Public (0x00)

Address: 2C:41:A1:E7:C5:F5 (Bose Corporation)

TX power: 8 dBm

Name (complete): LE-Bose SoundSport

Address type: Public (0x00)

Address: 28:11:A5:1C:7E:E0 (Bose Corporation)

TX power: 8 dBm

Name (complete): LE-reserved_Y

Address type: Public (0x00)

Address: 4C:87:5D:66:A8:5D (Bose Corporation)

TX power: 8 dBm

Name (complete): LE-Bose Free SoundSport

Address type: Public (0x00)

Address: 28:11:A5:B0:74:1A (Bose Corporation)

TX power: 10 dBm

Name (complete): LE-Bose Micro SoundLink

Address type: Public (0x00)

Address: 4C:87:5D:66:B4:99 (Bose Corporation)

TX power: 8 dBm

Name (complete): LE-reserved_C

Address type: Public (0x00)

Address: 60:AB:D2:0B:0B:B8 (Bose Corporation)

TX power: 10 dBm

Name (complete): LE-Night

Address type: Public (0x00)

Address: 2C:41:A1:5F:CC:09 (Bose Corporation)

TX power: 8 dBm

Name (complete): LE-reserved_p

Address type: Public (0x00)

Address: 2C:41:A1:5F:A8:63 (Bose Corporation)

TX power: 8 dBm

Name (complete): LE-olix



^LE-.*$ Seems like a bit too generic a pattern...

• You're in luck!


• A ton of devices seems to use a public address with the Bose OUI, in case it's 
ambiguous... 

Address type: Public (0x00)

Address: 2C:41:A1:95:FE:B6 (Bose Corporation)

TX power: 10 dBm

Name (complete): LE-Bose Revolve+ SoundLink

Address type: Public (0x00)

Address: 2C:41:A1:E7:C5:F5 (Bose Corporation)

TX power: 8 dBm

Name (complete): LE-Bose SoundSport

Address type: Public (0x00)

Address: 28:11:A5:1C:7E:E0 (Bose Corporation)

TX power: 8 dBm

Name (complete): LE-reserved_Y

Address type: Public (0x00)

Address: 4C:87:5D:66:A8:5D (Bose Corporation)

TX power: 8 dBm

Name (complete): LE-Bose Free SoundSport

Address type: Public (0x00)

Address: 28:11:A5:B0:74:1A (Bose Corporation)

TX power: 10 dBm

Name (complete): LE-Bose Micro SoundLink

Address type: Public (0x00)

Address: 4C:87:5D:66:B4:99 (Bose Corporation)

TX power: 8 dBm

Name (complete): LE-reserved_C

Address type: Public (0x00)

Address: 60:AB:D2:0B:0B:B8 (Bose Corporation)

TX power: 10 dBm

Name (complete): LE-Night

Address type: Random (0x01)

Address: 60:E1:4F:72:7E:22 (Resolvable)


Name (complete): LE-Hans K<censored>

Address type: Public (0x00)

Address: 2C:41:A1:5F:CC:09 (Bose Corporation)

TX power: 8 dBm

Name (complete): LE-reserved_p

Address type: Public (0x00)

Address: 2C:41:A1:5F:A8:63 (Bose Corporation)

TX power: 8 dBm

Name (complete): LE-olix



^LE-.*$ Seems like a bit too generic a pattern...

• You're in luck!


• A ton of devices seems to use a public address with the Bose OUI, in case it's 
ambiguous... 

Address type: Public (0x00)

Address: 2C:41:A1:95:FE:B6 (Bose Corporation)

TX power: 10 dBm

Name (complete): LE-Bose Revolve+ SoundLink

Address type: Public (0x00)

Address: 2C:41:A1:E7:C5:F5 (Bose Corporation)

TX power: 8 dBm

Name (complete): LE-Bose SoundSport

Address type: Public (0x00)

Address: 28:11:A5:1C:7E:E0 (Bose Corporation)

TX power: 8 dBm

Name (complete): LE-reserved_Y

Address type: Public (0x00)

Address: 4C:87:5D:66:A8:5D (Bose Corporation)

TX power: 8 dBm

Name (complete): LE-Bose Free SoundSport

Address type: Public (0x00)

Address: 28:11:A5:B0:74:1A (Bose Corporation)

TX power: 10 dBm

Name (complete): LE-Bose Micro SoundLink

Address type: Public (0x00)

Address: 4C:87:5D:66:B4:99 (Bose Corporation)

TX power: 8 dBm

Name (complete): LE-reserved_C

Address type: Public (0x00)

Address: 60:AB:D2:0B:0B:B8 (Bose Corporation)

TX power: 10 dBm

Name (complete): LE-Night

Address type: Random (0x01)

Address: 60:E1:4F:72:7E:22 (Resolvable)


Name (complete): LE-Hans K<censored>

Address type: Public (0x00)

Address: 2C:41:A1:5F:CC:09 (Bose Corporation)

TX power: 8 dBm

Name (complete): LE-reserved_p

Address type: Public (0x00)

Address: 2C:41:A1:5F:A8:63 (Bose Corporation)

TX power: 8 dBm

Name (complete): LE-olix

This is what I meant by "Minimally Trackable (in principle)"

(Possibly trackable using device-specific data)



Mini-Takeaway
Tracking

• Even if a company does "the right thing" to prevent tracking, by making the 
BDADDR random and non-static, other information such as unique names 
can still make a device trackable



• Regex: ^HUAWEI Band(| 2| 3e)-[A-F0-9]{3}$ e.g. HUAWEI Band 3e-4D8 

• Semantically: [A-F0-9]{3} are last 3 digits of BDADDR


• Regex: ^HUAWEI WATCH (3|3 Pro|GT|GT-2e)-[A-F0-9]{3}$ e.g. HUAWEI 
WATCH GT-98E


• Semantically: [A-F0-9]{3} are last 3 digits of BDADDR


• I have yet to see a Huawei watch/fitness tracker that isn't uniquely identifiable 
and therefore trackable either by its BDADDR or name

Fitness (People?) Trackers / Watches
Huawei



• Regex: ^HUAWEI Band(| 2| 3e)-[A-F0-9]{3}$ e.g. HUAWEI Band 3e-4D8 

• Semantically: [A-F0-9]{3} are last 3 digits of BDADDR


• Regex: ^HUAWEI WATCH (3|3 Pro|GT|GT-2e)-[A-F0-9]{3}$ e.g. HUAWEI 
WATCH GT-98E


• Semantically: [A-F0-9]{3} are last 3 digits of BDADDR


• I have yet to see a Huawei watch/fitness tracker that isn't uniquely identifiable 
and therefore trackable either by its BDADDR or name

Address type: Public (0x00)

Address: D0:D7:83:F1:C4:D8 (HUAWEI)

Fitness (People?) Trackers / Watches
Huawei



• Regex: ^HUAWEI Band(| 2| 3e)-[A-F0-9]{3}$ e.g. HUAWEI Band 3e-4D8 

• Semantically: [A-F0-9]{3} are last 3 digits of BDADDR


• Regex: ^HUAWEI WATCH (3|3 Pro|GT|GT-2e)-[A-F0-9]{3}$ e.g. HUAWEI 
WATCH GT-98E


• Semantically: [A-F0-9]{3} are last 3 digits of BDADDR


• I have yet to see a Huawei watch/fitness tracker that isn't uniquely identifiable 
and therefore trackable either by its BDADDR or name

Address type: Public (0x00)

Address: D0:D7:83:F1:C4:D8 (HUAWEI)

Fitness (People?) Trackers / Watches
Huawei

Address type: Public (0x00)

Address: 88:11:96:52:69:8E (HUAWEI)



Fitness (People?) Trackers / Watches
Samsung

• Regex: ^Gear S(2|3) \\\([A-F0-9]{4}\\\) LE$ e.g. Gear S3 (DB10) LE 


• Regex: ^Gear Sport \\\([A-F0-9]{4}\\\) LE$ e.g. Gear Sport (DD36) LE


• Regex: ^Gear Fit(|2)( Pro) \\\([A-F0-9]{4}\\\)$ e.g. Gear Fit2 (9BFB)


• Regex: ^Galaxy Watch(|2|3|4|5) \\\([A-F0-9]{4}\\\) LE$ e.g. Galaxy Watch3 (68FB) LE


• Regex: ^Galaxy Watch Active(|2|3) \\\([A-F0-9]{4}\\\) LE$ e.g. Galaxy Watch Active2(21FE) 
LE


• I have yet to see a Samsung watch/fitness tracker that isn't uniquely identifiable and 
therefore trackable either by its BDADDR or name



Address type: Random (0x01)

Address: D0:63:50:30:F6:20 (Static)

Fitness (People?) Trackers / Watches
Samsung

• Regex: ^Gear S(2|3) \\\([A-F0-9]{4}\\\) LE$ e.g. Gear S3 (DB10) LE 


• Regex: ^Gear Sport \\\([A-F0-9]{4}\\\) LE$ e.g. Gear Sport (DD36) LE


• Regex: ^Gear Fit(|2)( Pro) \\\([A-F0-9]{4}\\\)$ e.g. Gear Fit2 (9BFB)


• Regex: ^Galaxy Watch(|2|3|4|5) \\\([A-F0-9]{4}\\\) LE$ e.g. Galaxy Watch3 (68FB) LE


• Regex: ^Galaxy Watch Active(|2|3) \\\([A-F0-9]{4}\\\) LE$ e.g. Galaxy Watch Active2(21FE) 
LE


• I have yet to see a Samsung watch/fitness tracker that isn't uniquely identifiable and 
therefore trackable either by its BDADDR or name



Address type: Random (0x01)

Address: D0:63:50:30:F6:20 (Static)

Fitness (People?) Trackers / Watches
Samsung

• Regex: ^Gear S(2|3) \\\([A-F0-9]{4}\\\) LE$ e.g. Gear S3 (DB10) LE 


• Regex: ^Gear Sport \\\([A-F0-9]{4}\\\) LE$ e.g. Gear Sport (DD36) LE


• Regex: ^Gear Fit(|2)( Pro) \\\([A-F0-9]{4}\\\)$ e.g. Gear Fit2 (9BFB)


• Regex: ^Galaxy Watch(|2|3|4|5) \\\([A-F0-9]{4}\\\) LE$ e.g. Galaxy Watch3 (68FB) LE


• Regex: ^Galaxy Watch Active(|2|3) \\\([A-F0-9]{4}\\\) LE$ e.g. Galaxy Watch Active2(21FE) 
LE


• I have yet to see a Samsung watch/fitness tracker that isn't uniquely identifiable and 
therefore trackable either by its BDADDR or name

Address type: Random (0x01)

Address: D8:D0:87:BB:3A:6C (Static)



Address type: Random (0x01)

Address: D0:63:50:30:F6:20 (Static)

Fitness (People?) Trackers / Watches
Samsung

• Regex: ^Gear S(2|3) \\\([A-F0-9]{4}\\\) LE$ e.g. Gear S3 (DB10) LE 


• Regex: ^Gear Sport \\\([A-F0-9]{4}\\\) LE$ e.g. Gear Sport (DD36) LE


• Regex: ^Gear Fit(|2)( Pro) \\\([A-F0-9]{4}\\\)$ e.g. Gear Fit2 (9BFB)


• Regex: ^Galaxy Watch(|2|3|4|5) \\\([A-F0-9]{4}\\\) LE$ e.g. Galaxy Watch3 (68FB) LE


• Regex: ^Galaxy Watch Active(|2|3) \\\([A-F0-9]{4}\\\) LE$ e.g. Galaxy Watch Active2(21FE) 
LE


• I have yet to see a Samsung watch/fitness tracker that isn't uniquely identifiable and 
therefore trackable either by its BDADDR or name

Address type: Random (0x01)

Address: D8:D0:87:BB:3A:6C (Static)

Address type: Public (0x00)

Address: 78:00:9E:A9:9B:FB (Samsung)



Address type: Random (0x01)

Address: D0:63:50:30:F6:20 (Static)

Fitness (People?) Trackers / Watches
Samsung

• Regex: ^Gear S(2|3) \\\([A-F0-9]{4}\\\) LE$ e.g. Gear S3 (DB10) LE 


• Regex: ^Gear Sport \\\([A-F0-9]{4}\\\) LE$ e.g. Gear Sport (DD36) LE


• Regex: ^Gear Fit(|2)( Pro) \\\([A-F0-9]{4}\\\)$ e.g. Gear Fit2 (9BFB)


• Regex: ^Galaxy Watch(|2|3|4|5) \\\([A-F0-9]{4}\\\) LE$ e.g. Galaxy Watch3 (68FB) LE


• Regex: ^Galaxy Watch Active(|2|3) \\\([A-F0-9]{4}\\\) LE$ e.g. Galaxy Watch Active2(21FE) 
LE


• I have yet to see a Samsung watch/fitness tracker that isn't uniquely identifiable and 
therefore trackable either by its BDADDR or name

Address type: Random (0x01)

Address: D8:D0:87:BB:3A:6C (Static)

Address type: Public (0x00)

Address: 78:00:9E:A9:9B:FB (Samsung)

Address type: Random (0x01)

Address: E4:06:FE:C2:D0:F7 (Static)



Address type: Random (0x01)

Address: D0:63:50:30:F6:20 (Static)

Fitness (People?) Trackers / Watches
Samsung

• Regex: ^Gear S(2|3) \\\([A-F0-9]{4}\\\) LE$ e.g. Gear S3 (DB10) LE 


• Regex: ^Gear Sport \\\([A-F0-9]{4}\\\) LE$ e.g. Gear Sport (DD36) LE


• Regex: ^Gear Fit(|2)( Pro) \\\([A-F0-9]{4}\\\)$ e.g. Gear Fit2 (9BFB)


• Regex: ^Galaxy Watch(|2|3|4|5) \\\([A-F0-9]{4}\\\) LE$ e.g. Galaxy Watch3 (68FB) LE


• Regex: ^Galaxy Watch Active(|2|3) \\\([A-F0-9]{4}\\\) LE$ e.g. Galaxy Watch Active2(21FE) 
LE


• I have yet to see a Samsung watch/fitness tracker that isn't uniquely identifiable and 
therefore trackable either by its BDADDR or name

Address type: Random (0x01)

Address: D8:D0:87:BB:3A:6C (Static)

Address type: Public (0x00)

Address: 78:00:9E:A9:9B:FB (Samsung)

Address type: Random (0x01)

Address: E4:06:FE:C2:D0:F7 (Static)

Address type: Random (0x01)

Address: C0:B9:B5:F8:E3:B2 (Static)



Galaxy Watch Active2(21FE) LE On Vacation?
(Ocean City is a Maryland vacation / beach town)



Galaxy Watch Active2(21FE) LE On Vacation?
(Ocean City is a Maryland vacation / beach town)



Mini-Takeaway
Tracking

• If there were some other service than WiGLE, keeping all data points, then 
crowdsourced collection would show increasingly-detailed information about 
the movements of non-randomized devices (and thus people)



Fitness (People?) Trackers / Watches
Fitbit

• Regex: ^Versa(| 2| 3| 4| Lite)$ e.g. Versa 2


• Regex: ^Inspire(| HR| 2| 3)$ e.g. Inspire HR


• Regex: ^Alta(| HR)$ e.g. Alta HR


• Regex: ^Ionic$


• Regex: ^Flex(| 2)$ e.g. Flex 2


• Regex: ^One$ e.g. One



Address type: Random (0x01)

Address: ED:BD:7C:77:18:EC (Static)

Fitness (People?) Trackers / Watches
Fitbit

• Regex: ^Versa(| 2| 3| 4| Lite)$ e.g. Versa 2


• Regex: ^Inspire(| HR| 2| 3)$ e.g. Inspire HR


• Regex: ^Alta(| HR)$ e.g. Alta HR


• Regex: ^Ionic$


• Regex: ^Flex(| 2)$ e.g. Flex 2


• Regex: ^One$ e.g. One

Address type: Random (0x01)

Address: D8:D0:87:BB:3A:6C (Static)

Address type: Random (0x01)

Address: DF:22:47:91:6D:B7 (Static)

Address type: Random (0x01)

Address: CA:C3:40:DB:BC:64 (Static)

Address type: Random (0x01)

Address: CA:C3:40:DB:BC:64 (Static)

Address type: Random (0x01)

Address: F2:0A:E8:4C:4D:4B (Static)



Vendor-specific 128-bit UUIDs

• abbaff00-e56a-484c-b832-8b17cf6cbfe8


• Versa (|2|Lite), Ionic


• adabfb00-6e7d-4601-bda2-bffaa68956ba


• Inspire HR, Flex 2


• adab0d57-6e7d-4601-bda2-bffaa68956ba


• adab6552-6e7d-4601-bda2-bffaa68956ba


• One


• adab5b8c-6e7d-4601-bda2-bffaa68956ba


• Flex



Vendor-specific 128-bit UUIDs

• abbaff00-e56a-484c-b832-8b17cf6cbfe8


• Versa (|2|Lite), Ionic


• adabfb00-6e7d-4601-bda2-bffaa68956ba


• Inspire HR, Flex 2


• adab0d57-6e7d-4601-bda2-bffaa68956ba


• adab6552-6e7d-4601-bda2-bffaa68956ba


• One


• adab5b8c-6e7d-4601-bda2-bffaa68956ba


• Flex

> HCI Event: LE Meta Event (0x3e) plen 42

      LE Advertising Report (0x02)

        Num reports: 1

        Event type: Connectable undirected - ADV_IND (0x00)

        Address type: Random (0x01)

        Address: F5:6E:B2:C3:73:D2 (Static)

        Data length: 30

        Flags: 0x06

          LE General Discoverable Mode

          BR/EDR Not Supported

        128-bit Service UUIDs (partial): 1 entry

          Vendor specific (abbaff00-e56a-484c-b832-8b17cf6cbfe8)

        Service Data (UUID 0x180a): 2604329303

        RSSI: -93 dBm (0xa3)



Vendor-specific 128-bit UUIDs

• abbaff00-e56a-484c-b832-8b17cf6cbfe8


• Versa (|2|Lite), Ionic


• adabfb00-6e7d-4601-bda2-bffaa68956ba


• Inspire HR, Flex 2


• adab0d57-6e7d-4601-bda2-bffaa68956ba


• adab6552-6e7d-4601-bda2-bffaa68956ba


• One


• adab5b8c-6e7d-4601-bda2-bffaa68956ba


• Flex

> HCI Event: LE Meta Event (0x3e) plen 42

      LE Advertising Report (0x02)

        Num reports: 1

        Event type: Connectable undirected - ADV_IND (0x00)

        Address type: Random (0x01)

        Address: F5:6E:B2:C3:73:D2 (Static)

        Data length: 30

        Flags: 0x06

          LE General Discoverable Mode

          BR/EDR Not Supported

        128-bit Service UUIDs (partial): 1 entry

          Vendor specific (abbaff00-e56a-484c-b832-8b17cf6cbfe8)

        Service Data (UUID 0x180a): 2604329303

        RSSI: -93 dBm (0xa3)

A device has no name



Background

Images from https://microchipdeveloper.com/wireless:ble-link-layer-discovery

Passive Scanning Active Scanning



Background

Images from https://microchipdeveloper.com/wireless:ble-link-layer-discovery

Passive Scanning Active Scanning

Sometimes the name will be here



Background

Images from https://microchipdeveloper.com/wireless:ble-link-layer-discovery

Passive Scanning Active Scanning

Other times you need to ask for it, 

and it comes back in the SCAN_RSPSometimes the name will be here



Find New Devices
I hadn't previously sorted any of the devices in bold as being fitbits

btmon -T -r logs/btmon/2023-02-07-05-51-24_pi1.bin | grep 
-A 3 bffaa68956ba | grep Name | sort | uniq


        Name (complete): Ace 2


        Name (complete): Ace 3


        Name (complete): Alta HR


        Name (complete): Blaze


        Name (complete): Charge 2 

        Name (complete): Charge 3


        Name (complete): Flex 2


        Name (complete): Inspire 2


        Name (complete): Inspire HR


        Name (complete): Versa Lite


        Name (complete): Zip

btmon -T -r logs/btmon/2023-02-07-05-51-24_pi1.bin 
| grep -A 3 8b17cf6cbfe8 | grep Name | sort | uniq


        Name (complete): Charge 4


        Name (complete): Charge 5 

        Name (complete): Inspire 3


        Name (complete): Luxe


        Name (complete): Sense


        Name (complete): Versa


        Name (complete): Versa 2


        Name (complete): Versa 3


I suppose I should have looked at https://en.wikipedia.org/wiki/List_of_Fitbit_products, but I didn't care that much



Mini-Takeaway
Vendor & model identification

• 128 bit service UUIDs are useful


• to associate products with vendors, even without human-readable names


• and even within a completely passive scanner


• to determine how similar one generation of product is to the next


• to find similarities across product lines



Fitness (People?) Trackers / Watches
Apple



Fitness (People?) Trackers / Watches
Apple

• Apple does the right thing (from a spec perspective) and sets the BDADDR as 
a "random private resolvable address" that changes every ~15 minutes



Fitness (People?) Trackers / Watches
Apple

• Apple does the right thing (from a spec perspective) and sets the BDADDR as 
a "random private resolvable address" that changes every ~15 minutes

🚫



Fitness (People?) Trackers / Watches
Apple

• Apple does the right thing (from a spec perspective) and sets the BDADDR as 
a "random private resolvable address" that changes every ~15 minutes

• However☝🤓... privacy researchers have found that messages shared over 
Bluetooth to support the "Continuity/Hand-Off" features (seamless hand-off /
data transfer between devices) can still be used to enable tracking on Apple 
devices

🚫



Fitness (People?) Trackers / Watches
Apple

• Apple does the right thing (from a spec perspective) and sets the BDADDR as 
a "random private resolvable address" that changes every ~15 minutes

• However☝🤓... privacy researchers have found that messages shared over 
Bluetooth to support the "Continuity/Hand-Off" features (seamless hand-off /
data transfer between devices) can still be used to enable tracking on Apple 
devices

🚫

https://petsymposium.org/popets/2020/popets-2020-0003.pdfhttps://arxiv.org/pdf/1904.10600.pdf



In the Car
ODBII-to-BT

• ^FIXD$ : ("ISSC Technologies Corp." or "SHENZHEN XIN FEI JIA ELECTRONIC CO. 
LTD." or "SST Taiwan Ltd." or no match OUI)


• I connected to one of these with their app, and it didn't seem to have auth? (But 
couldn't get meaningful data since car was turned off)


• ^OBDBLE$ and ^Zus$ : ("NO NDA Inc" OUI)


• ^OBDeleven 2$ : Voltas IT https://obdeleven.com/ ("Teltonika" OUI)


• ^OBDLink CX$: OBD Solutions, LLC.  ("Dialog Semiconductor Hellas SA" OUI)


• ^OBDII$ : Unknown brand (could be white-label), but highly likely ODBII-to-BT car 
monitor



From https://www.usenix.org/system/files/sec20_slides_wen.pdf
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In the Car
Misc

• ^ESCORT REDLINE 360c$ : Radar Detector (illegal in many countries & 2 US 
states)

• ^RAD 480i$ : Radar Detector

• Custom LED headlights

• ^Triones[-#:^][0-9A-F]{8,12}$ e.g. "Triones#FFFF700F4871" or "Triones-
B7FED4EA"

• Semantically: Triones#{non-deliminated BDADDR}

> HCI Event: LE Meta Event (0x3e) plen 37

      LE Advertising Report (0x02)

        Num reports: 1

        Event type: Connectable undirected - ADV_IND (0x00)

        Address type: Public (0x00)

        Address: FF:FF:EA:00:34:84 (OUI FF-FF-EA)

        Data length: 25

        Flags: 0x06

          LE General Discoverable Mode

          BR/EDR Not Supported

        Name (complete): Triones-FFFFEA003484

        RSSI: -83 dBm (0xad)

Congrats! Your car can now be 
tracked by its headlights!



A Quick Word About Threat Models
BT sniffers vs. automated license plate readers (ALPRs)

• It is starting to become common to surreptitiously install automated license 
plate scanners in public places [1][2]


• For any device that is *not* adequately randomizing its identity, bluetooth 
scanners can serve as much the same function


• I once spoke with a local county police officer who had brought this up 
without prompting


• Thus far I've only seen BT tracking discussed in the context of advertisement 
[3], not forensically placing criminals at a given location based on BT data

[1] https://www.eff.org/pages/automated-license-plate-readers-alpr

[2] https://theintercept.com/2023/03/22/hoa-surveillance-license-plate-police-flock/
[3] https://www.nytimes.com/interactive/2019/06/14/opinion/bluetooth-wireless-tracking-privacy.html



A Quick Word About Threat Models
Surveillance vs. Sousveillance

• The sword cuts both ways ⚔: surveillance or sousveillance


• "Sousveillance (/suːˈveɪləns/ soo-VAY-lənss) is the recording of an activity by 
a member of the public, rather than a person or organisation in authority, 
typically by way of small wearable or portable personal technologies."


• https://en.wikipedia.org/wiki/Sousveillance


• WiGLE is an example of sousveilance

        Address: 80:00:0B:4B:4E:5B (Intel Corporate) 
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• Regex: ^TW370_[A-Z]{3}[0-9]{5}$ e.g. 
TW370_QDA00224


• Semantically: TW370_{serial}


• I knew based on the GPS location, that I had driven 
past an officer who had stopped a motorist in an 
uncommon location
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Body Worn Cameras

• Regex: ^TW370_[A-Z]{3}[0-9]{5}$ e.g. 
TW370_QDA00224


• Semantically: TW370_{serial}


• I knew based on the GPS location, that I had driven 
past an officer who had stopped a motorist in an 
uncommon location

> HCI Event: LE Meta Event (0x3e) plen 33                                                             
      LE Advertising Report (0x02) 
        Num reports: 1 
        Event type: Connectable undirected - ADV_IND (0x00) 
        Address type: Public (0x00) 
        Address: BC:C3:42:54:63:AD (Panasonic Communications Co., Ltd.) 
        Data length: 21 
        Flags: 0x06 
          LE General Discoverable Mode 
          BR/EDR Not Supported 
        128-bit Service UUIDs (complete): 1 entry 

From eBay

Does this only broadcast if 
it's recording? 

Or is it configurable?



https://media.defcon.org/DEF%20CON%2031/DEF%20CON%2031%20presentations/nullagent%20rekcahdam%20-%20Snoop%20on%20to%20them%20as%20they%20snoop%20on%20to%20us.pdf



https://media.defcon.org/DEF%20CON%2031/DEF%20CON%2031%20presentations/nullagent%20rekcahdam%20-%20Snoop%20on%20to%20them%20as%20they%20snoop%20on%20to%20us.pdf
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Medical 😬
Insulin Pump

• Regex: ^tslim X2 \\\*\\\*\\\*[0-9]{3}$ e.g. "tslim X2 ***611"


• Semantically: I'm guessing the ***[0-9]{3} is a masked form of the serial 
number, for people to more easily identify their device
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Medical 😬
Continuous Glucose Monitoring System

• Regex: ^ABBOTT3MH[A-Z0-9]{8}$ e.g. "ABBOTT3MH00N3A09D"
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Medical 😬
Continuous Glucose Monitoring System

• "Where my diabetics at?!"



Aside: "insertable cardiac monitor (ICM)"
(Haven't seen one of these yet (AFAIK)...but...)

https://www.abbott.com/corpnewsroom/products-and-innovation/heart-monitoring-everywhere-you-go.html
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• "Omnipod" by Insulet Corporation
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Medical 😬
Continuous Glucose Monitoring System

• "Where my diabetics at?!" (My theory for Europe? Americans on vacation)
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• Regex: ^OneTouch [A-Z0-9]{4}$ e.g. "OneTouch C8SW"

https://www.onetouch.com/products/glucose-meters/onetouch-verio-sync 👀

https://investors.insulet.com/news/news-details/2012/Insulet-Announces-Global-Agreement-With-LifeScan-Inc-to-
Integrate-Their-OneTouch-Blood-Glucose-Monitoring-Technologies-Into-the-OmniPodR-Insulin-Pump/default.aspx

???
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• Phillips Respironics System One CPAP


• CPAP = "continuous positive airway pressure"


• Treats sleep apnea
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Sleep Apnea <- Obesity <- Poverty

• "There is a linear correlation between obesity and OSA [sleep apnea]"[1]


• There is a link between poverty and obesity[2][3] 


• Is a neighborhood with lots of sleep apnea machines likely to be a poorer 
neighborhood?


• Or can the people in poorer neighborhoods not afford bluetooth sleep apnea 
machines?

[1] https://www.ncbi.nlm.nih.gov/pmc/articles/PMC5836788/#:~:text=There%20is%20a%20linear%20correlation,ultimately%20resulting%20in%20sleep%20apnea.

[2] https://www.seacaa.org/post/the-link-between-poverty-and-obesity#:~:text=There%20tends%20to%20be%20fewer,major%20contributing%20factor%20to%20obesity.

[3] https://scholars.org/contribution/why-poverty-leads-obesity-and-life-long-problems











Heavy Machinery

• Regex: ^CATBTNT-0(4|7) [A-Z]{3}[0-9]{5}$ (3 char model, 5 serial?)


• "CATBTNT-04 DKS02123"


• "CATBTNT-04 LHW00220"


• "CATBTNT-07 WCH10725"

https://fccid.io/PQMA5S4/User-Manual/Exhibit-D-Users-Manual-per-2-1033-b3-3137980.pdf
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https://s7d2.scene7.com/is/content/Caterpillar/CM20201217-d18d8-0b502





Note: "50:65:83" is a Texas 
Instruments OUI (and all devices in 

my data use public TI BDADDRS)
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https://www.youtube.com/watch?v=caJT5qqj_cI



https://www.youtube.com/watch?v=caJT5qqj_cI



https://fccid.io/PQMA1S1/Internal-Photos/Exhibit-C-Internal-Photographs-per-2-1033-b7-3154594.pdf

"CC2541"



https://www.ti.com/lit/ds/symlink/cc2541.pdf?ts=1680851781995&ref_url=http%253A%252F%252Fwww.google.com













eBay FCC User Manual



Buy TI 
development 

board
eBay used 

parts to hack

Find keys 
that can 

steal most 
CAT devices
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Template from http://infosuck.org/

I spent 6 months reverse  
engineering the CAT TBNT 
firmware so I could send a 
malicious bluetooth packet 
and stunt-hack "steal" one 

bulldozer.

They bought some keys off 
eBay for $8.95 and stole a 

dozen dozers for real.

Good thing I'm not a n00b 
like them...
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Me: It's probably possible to steal expensive 
construction equipment with a Bluetooth exploit! 

Them: The security baseline for construction 
equipment is very low, and it's actually super easy 
to steal them with cheap universal physical keys...

Me: 

hacking



So...This is Actually A Security Win?!

• If my understanding is correct, and the prior state of 
physical security for these devices was that it only 
required a universal physical key to steal one of them[1]...

[1]https://www.quora.com/Is-it-true-that-you-can-operate-all-Caterpillar-machinery-with-one-key

• Then clearly adding a BT 
proximity requirement is a net 
security improvement! 

• An important reminder to 
consider the total threat model



Dark Mentor

End - Anecdotes - Devices



Final Takeaways 1

• Bluetooth sniffing goals are different from WiFi goals, and consequently the 
sniffing tech is under-developed to help with those goals


• When there's a BT FW bug, no one knows what all it affects



Final Takeaways 2

• There are lots of devices that do not have human-readable names, so it's not 
clear what they are


• Somebody (/me!) ought to start learning to toothprint BT devices!


• There are lots of devices that are advertising names, but it's not clear what 
they are


• I'm looking at you "UGZZF_X[AB10]{4}"


• Somebody ought to start a database! Or at least a wiki?!



JOIN ME! AND TOGETHER 
WE CAN RULE THE 

BLUETOOTH GALAXY!

Call To Action!



Call To Action!

• WiGLE's Android app is open source! If you know Android dev, it'd be great if 
you could help get more Bluetooth info collected within WiGLE


• I'd like to crowdsource more information, but my web-fu is weak


• I could use help creating a website that allows people to contribute as well 
as query this kind of information


• Go collect some information and then share what you find out


• My data will be available to other researchers on a "share and share alike" 
basis - you need to collect some useful information that you share with me, 
and then I'll share my data back



Dark Mentor

What I Want To Know: 

What Bluetooth Chip 
Is Inside Any Device



Dark Mentor



Dark Mentor



Dark Mentor

?



Dark Mentor

Why I Want To Know It: 

So I Know If It's Vulnerable 
To A Firmware-Level Exploit



Dark Mentor



Dark Mentor



Dark Mentor

Dark Mentor



Dark Mentor

Dark Mentor



Dark Mentor

Dark MentorDark Mentor



Silicon Vendors (>20)

Module-Makers (IDEK how many)

Product-Makers
3289 registered with Bluetooth SIG as of the time of writing!



Conclusion
What I now know I didn't know

• Basic Bluetooth sniffing can sometimes give me some of the information I'm 
looking for, in a roundabout way:


• If the BDADDR is for a BT Classic device or BLE Public device, if OUI is a 
silicon vendor (like Texas Instruments), this provides a good indication of 
which chip they're likely using


• The same holds true for two other 16-bit IDs that have assigned 
companies according to the BT assigned numbers document (Member 
UUID16 and BT Member Company ID)



Conclusion
What I now know I didn't know

• Some of the information mentioned in the BT spec that would help point at 
which BT chip a device uses, is not exposed


• Even though when I did raw BT sniffing, I could see that it's actually queried 
by the Linux BlueZ stack in some cases!


• Therefore I need to collect it myself...


• One problem is that this will not be collectable via phone apps, and thus 
will be less scalable
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Stay tuned (@XenoKovah) for the next research!
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Fin

• BT research is pretty cool IMHO


• But OpenSecurityTraining2 (https://ost2.fyi, @OpenSecTraining) is cooler!


• We'll have BT classes eventually, but in the meantime there's so much other 
stuff to learn! Reverse Engineering, Vulnerabilities, Firmware, System 
Architecture!


• You should take a class, or teach a class!


